O Bonpoce npodUNaKTUKKU NPecTynJieHUN, COBepLUIaeMbIX C
MCNOJIb30BaHMEM rnodasibHOM KOMNbIOTEPHOU CETH

B ycnosmsax ctaHoBneHMa obLecTsa nHgpopmauna obpetaeT 0cobyto LLEHHOCTb, @ BONPOCHI
6e30MacHOCTN CTaHOBATCS BCe bonee akTyasibHbIMU. HECMOTPSA Ha npenMyLecTsa 1 bnara, KotTopble
CO3Jal0TCA 3a CYeT umdpoBm3aumm obLiecTsa, B 3TOM NpoLecce eCTb M HeraTUBHas CTOPOHa -
HernpaBOMOYHOe 3aBJlafleHne 3/I0YMbILLJIEHHUKAMWN (DUHAHCOBBLIMU aKTUBaMu NPeanpuAaTUin nnm
OpraHm3aunin C NCnosib3oBaHMeM Tak Ha3sbiBaeMbix BEC-aTak (Business Email Compromise).

BEC - 370 aTaKka, Npu KOTOPOW 3/I0YMbILLJIEHHUKN HA4YMHAOT NEepPEenunckKy ¢ COTPYOAHUKOM
NpeanpuaTUS NIK OpraHn3aunmy C Lienblo 3aBoeBaTh ero gosepue n ybeanTb BbINOAHUTL LENCTBUS,
nayLine Bo Bpeg MHTepecam cybbekTa X039MCTBOBAHNS UM €ro KIMEHTOB. 3a4aCTy0 NCMONb3YOTCS
B3/IOMaHHbIE aKKayHTbl COTPYAHMKOB UM afpeca, KOTOpble BU3YyaslbHO MOX0XWN Ha oduunanbHbie
[OMEHbI NN afpeca MHTEPHET CaNTOB Kak CybbekTa X034NCTBOBAHUSA, TakK U €ro MapTHEPOB, HO
OT/INYAOTCA Ha HECKOJIbKO CMMBONOB (K npuMepy: «kula@telliko.com», BMecTo «kula@teliko.com»).
3aMeTUTb Takoe OT/INYNE 04eHb C/IOXKHO. YepThbl TaknX aTak - BbICOKUI YPOBEHb MOArOTOBKY,
HaM4yme 3HaHWUM O CTPYKTYype cybbekTa X035MCTBOBaHMA 1 ee nNpoLieccax, MCnosib30BaHWE NPUEMOB
COLMANbHON NHXEHEPUN.

Ins npoBefeHns nofobHoOM aTaky NPOBOANTCA NOArOTOBUTE/IbHAs paboTa. B xone koTopoi
3/10YMbILLIEHHMKM MPU MOMOLLM (PULLIMHIA NOXULLAIOT YYETHbIE AaHHbIE PS0BOI0 COTPYAHMKA, UMEes
KOHEYHYI0 Lesb - ero 60s1ee BbICOKONOCTaBNEHHbIN Koslera. Yalle BCero aTakyoLlnx MHTeEpPecyoT
LeHbr cybbekTa X035MCTBaBaHNS, HO ObIBAET M Tak, YTO UX LieJb - MOJYYUTb AOCTYN K
KOH(UAEHUMANBbHON MHOPMALIMK, HAaNpUMep, K KIWeHTCKUM Ba3am nnn paspaboTkam.

CnpaBo4HO: ans nposefeHns BEC-aTakH 310yMbllLNEHHUKIN BCeraa TwaTenbHo cobmpaloT AaHHbIe 0
XepTBe M No3Hee UCNOJb3YIOT MX, YTobbl 3aBoeBaTh ee fAoBepue. HeKoTopble Takme aTaku
CTaHOBATCH BO3MOXHbIMM 13-3a TOr0, YTO aTaKYylOLME JIErKO HaX0AAT B OTKPLITOM JOCTYMNeE MMEeHa U
No3nLUUN COTPYAHMKOB, MX MECTOMOJIOXKEHWe, AaTbl OTMYCKOB, CMUCKN KOHTAKTOB U ApYyrue AaHHble.
Ncnonb3yeTcs LOCTAaTOYHO LWMPOKMIA apCeHan TEXHUYECKUX NPUEMOB U METOL0B COLMaNbHON
NHXeHepun, 4Tobbl BOMTU B lOBEpUE K XXEPTBE U COBEPLUNTL MOLLUEHHUYECKME ornepauunn.

B nioHe 2021 rofa Ha 3N1E€KTPOHHbIN MOYTOBbIV AWK COTPYAHUKA OAHOr0 U3 NpeanpuaTum r. MMHCKa
NOCTYNUO 3JIEKTPOHHOE NMUCbMO OT KOHTpareHTa MHOCTPaHHOI0 rocyapcTBa, Coaepxallee
TpeboBaHMe oNNaTUTbL A4OCTAaBKY TOBapa Ha HOBbLIN PacYeTHbIN CYET. B mocnenyowem gaHHbIN
COTPYZAHWK NOATOTOBWUA AOMONHUTENIbLHOE COralleHmne, cogepxxallee N3MeHeHHble PEKBU3NTLI cHeTa
ANs onnaTbl TOBapa, a Nocae ero NoAnMcaHns PyKoBoACTBOM (6e3 n3y4yeHns u aHanmnsa) AeHexHble
cpeactsa B cymme 6onee 200 OO0 EBpO 3a4MCNEHbI HA PACYETHLIN CHET 3/10yMbILLNEHHUKA,
OTKPbITbIN B MUHOCTPAHHOM BaHKOBCKOM y4peKaeHuu.

Takxe umenn MecTo cayyaun, Korga K 3J1eKTPOHHOMY NcbMy, coobuiatoemy 06 n3meHeHUn
PEKBU3UTOB PACcYEeTHOro cyeTa AA4 onsaThl, NOCTYNaan BAOXEHUSA C NPUIOXKEHNEM O0rOBOpa C
neyvaTbio Y NOAMNUCHI0 PYKOBOAUTENA KOHTPareHTa (3a4acTyto MOryT cofepaTb BpeAOHOCHOoe
nporpammHoe obecneyeHmne). B 2021 r. COTPYAHUK OAHOM U3 CTONIMYHBLIX OPraHn3aLnii NoCpeacTBoM
nepennckmn no 3J1eKTPOHHON NOYTE BE/ NeperoBopbl C NpeAcTaBuTeNneM NHOCTPAHHOM KOMMaHUK
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(mapTHepa) No BONpocaM onfaTbl 3@ NOCTaBKy 0bopyaoBaHus. MNpun 3ToM NpeacTaBuTeNb
MHOCTPAHHOrO NapTHepa HanpaBua 3J1eKTPOHHOE NNCbMO, CO0bLWMnB 06 N3MEHEHNN PEKBN3MTOB
pac4yeTHOro cyeTa A5 onfaTbl. B xo4e nepennckn coTpyaHnk 6enopycckon opraHnsaumm, He
ybeanBLINCE B NPUHAANEXXHOCTM HOBOIO CYETa (haKTMYECKOMY MOCTaBLUMUKY, NOArOTOBWUI
MPUN0XKEHNE K 1OrOBOPY C M3MEHEHHbLIMU PEKBU3MTaMK 411 ONAaTbl U HAaMpaBua ero B agpec
MHOCTPaAHHOM KOMMaHMK. B nocneaytouemM oT KOHTpareHTa nocTynuao 0TCKaHNPOBaHHOe
NPWUJIOXKEHNE K OrOBOPY C MeYaTbio U MNOAMUCHI0 PYKOBOAUTENS MHOCTPAHHOW KOMMNAHWK
(mnopnenbHOE), Ha OCHOBAHUM KOTOPOro MPON3BEAEH MATEX Ha PACYETHBIN CHET 3/10YMbILLJIEHHNKA.
OfHaKO yKa3aHHble IeHeXHble CpelCTBa Oblan Bo3BpaLleHbl 6aHKOBCKUM yYpeXXAeHMeM, NOCKObKY
HauMeHoBaHMWe beHeduLapa He COOTBETCTBOBAJIO AENCTBUTENLHOCTU. [oC/1e 3TOr0 COTPYAHMK
coobLwmn 06 3TOM 3/10yMbILLIEHHUKY, KOTOPGINA, B CBOIO 04epedb, OTMPaBWA HOBbIA 4Or0BOP,

COAEep XAl UHbIE PEKBU3NTLI ANS OMJIaThbl, HAa KOTOPLIN B NOCAeAYIOWEM U Obln 3a4MCNEHBI
feHexXHble cpeacTea B cymme 6onee 10 OO0 Espo.

YCTaHOBNEHO, 4YTO COTPYAHMNK OPraHU3auny HAKAKoW Nepenncki no hakTy 3aKI0HeHNs
LOMOJIHATENIbHOIr0 COrnalleHns C NapTHepoM He Besn, a 0bwancs B ceTn MHTEpHET C HEN3BECTHLIM
NnoNb30BaTeNEM, UCNOJb3YIOWMM aipecC 3NEKTPOHHON NOYThl, HENPUHAANEXALLNA NHOCTPAHHON
KOMMaHWKW, oTAnYaloWwmines Ha 1 6ykBy B 1OMEHHOM UMeHW. [py 3TOM UMS NoJib30BaTeNs
3N1EKTPOHHOI0 NMOYTOBOrO fALLMKa B 000MX Clly4yasx B MOYTOBOM K/IMEHTe 0TOOpa)kasioCb MAEHTUYHO
(ognHakoBo).

CoBepLUEHUNI0 yKa3aHHbIX NPecTyneHNn cnocobCcTBOBaNN KOMMbIOTEPHAA HErPaMOTHOCTb
COTPYAHNKOB CYyObEKTOB X035MCTBOBAHMA, OTCYTCTBME MEXAHM3MOB KOHTPOISA 1 MPOBEPKMU
3/IEKTPOHHOM MH(OPMaLMK, NOCTYNAOLWEN OT KOHTPAreHTOoB, KOHKPETHbIX JINL, OTBETCTBEHHbIX 3a
COOTBETCTBYIOLLME HaNpPaBAeHUs CNyxebHON AesTenbHOCTHY, a TakxXe HecobnoaeHne TpeboBaHuUn
3aKOHOaTeNbCTBa, B TOM 4ucne, AupekTumsbl MNpe3ngeHTta ot 11.03.2004 Ne 1 «O mepax no
yKpenneHuo obwectseHHon 6€30nacHOCTM U ANCUMNAMHBI», 3akoHa oT 10.11.2008 Ne 455-3 «06
NHopMaLMn, MHGoOPMaTU3aLMN U 3almnTe nHpopmaunmn» n Ykasa MNpesmpeHTta ot 16.04.2013 Ne 196
«0O HEeKOTOpbIX Mepax Mo COBEpPLLUEHCTBOBAHMIO 3aLUNTbI MH(OPMaLUK».

AHanu3 pesTenbHOCTY 3/10yMbILLIEHHUMKOB Ha TeppuTopumn Pecnybnmkn benapycb nokasas, YTo OHM
MaCKupytoTcsa nog 6peHabl pa3nnyHbiX CyOBbEKTOB X035MCTBOBAHNS, UX MAPTHEPOB M KOHTPAreHTOoB,
NCMNOJIb3YIOT MaCCOBble (PULLIMHIOBbIE PACChIIKN 419 AOCTaBKM MOMNYSpHbIX BP€AOHOCHbIX MPOrpaMm
noZ BUAOM 3aKa30B, 3aMPOCOB AAHHbLIX O TOBapax 1 HEOBX0ANMMOCTM X ONnaThl U faxe
npennoXxeHun nomowm B 6opbbe ¢ KOPOHABNPYCOM.

O6bIYHO TaKMe NCbMa COEPXXAT NPU3bIBbI K aKTUBHbLIM [ENCTBUAM MOJb30BaTeNs (MPeacTaBuThb
ajipecaTy KOHMUWAeHUNaNbHbIe AaHHbIEe, MPOU3BECTM ONNATY 3a YC/IYrM U TOBap, Kak NpaBuo, Ha
HOBbIV PACYETHbIN CYET MO paHee 3aK/0YEHHbIM AOrOBOPAM MNOCTABKM).

AN paccbiNky OULWNHIOBBLIX MUCEM 3/I0YMbILLIEHHUKN UCMONbL3YIOT NHCTPYMeHTbl Gammadyne
Mailer n Turbo-Mailer, nnatcopmy MailChimp, B TOM Yucne ons Toro 41o6bl y3HaTb, OTKPbIBAIOCH NN
XKEPTBOMN NOJIyYEHHOE NUCbMO. TakXXe MPUMEHSIOTCA paHee B3/IOMaHHbIe 3JIEKTPOHHbIE NOYTOBbIE
AWMKN ON19 OCYLLEeCTBNEeHNSA HOBbIX (DULLMHIOBbLIX aTakK, B TOM YMCJIe Ha NapTHEePOB KOHKPETHbIX
CybbeKTOB X039MCTBOBAHMS.

Mo nHdopmauum komnaHun «Jlabopatopusi Kacnepckoro» 3a Mai - aBryct 2021 roga 3Ha4nTENbHO
yBENNYNA0Ch Yncno Lenesbix BEC-aTak Ha poccuiickue komnaHumn, Kak cnencteune, B bnmxanwee
BPEMSA NMPOrHO3MPYEeTCS 3HAYUTENbHOE YBENYEHMNE YKa3aHHbIX aTak Ha CybbeKTbl X03AMCTBOBaHMA
Pecnybnunkun benapycs.

OcHoBHas Macca ciy4aeB XULWEHNSA feHeXHbIX CpeacTB Cy6'bEKTOB X035CTBOBaHWS B PeCI'Iy6J'IVIKI/I



Benapbe CBfi3aHa C 4yesioBe4yecKmMu ownbkamn, MOCKOJIbKY COBEPLUEHNE aTaKWN MPONCXOONT
nocTeneHHo.

3N0yMbILLNEHHUK CHaYana n3y4yaeT npeanosiaraeMyio XepTBy, cobupaeT HeobXoaAnMbIE CrPaBOYHbIE
[aHHble. 3aTeM NepexoauT K 3aBOeBaHWIO OOBEPUS, BbIHY)XAad XepTBY HEOCO3HAaHHO HapyLNTb
npaBuia 6e3omacHOCTM: NPeaoCTaBUTb AOCTYM K KOMMAbIOTEPHbLIM CETAM, XPaHUANLAM OaHHbIX,
PaCKpPbITb KOH(UAEHUNANbHYIO MHOPMaLLIO.

CnpaBoY4HO: coLManbHasa NHXXeHepusi 0CoBeHHO onacHa, NOCKOJIbKY OHa UCMOJ/b3yeT YeNoBeYeCKNe
ownbkK, a He ys3BMMOCTb 10, KOTOpbIe Fropa3fo MeHee Npeackasyembl, YeM Yrpo3bl BPeAOHOCHbIX
nporpamm.

OCHOBHbIMK cnocobamu COBEpPLUEHNS YKa3aHHbIX MPeCcTynaeHnn aBASITCS.

1. JToXKHble CCbIIKWN B 3JIEKTPOHHOM fmKe. MMcbMa TWwaTeNbHO NMPoayMbIBAOTCHA, 0OPMISAIOTCS
no obpasuy Ton opraHu3aunu, C agpeca KOTopon SKobbl OHO NocTynaeT. B nucbme
3/10yMbILUNEHHUKN NPEeACTaBASITCA COTPYAHNKAMMN OpraHM3aLnii, COobLLA0T 0 paccbiike
CraMa C aKkkayHTa, CKpbITbIX COOBLEHNSX B IMYHOM KabuHeTe, 0 cneunansHoOM
cynepnpenoXXeHun - B xog nayT nobbie ynoeku. IMeoT MecTo ciyyaun, Korga B NnuCbMe
TpebyeTcsa nepenTun No CCbiIKe, B X0A4€ Nepexoaa Ha KOTOPY Ha KOMMbIOTEP 3arpyxaeTcs
BPEAOHOCHbLI KOA, NMMB0 CChifIKa BEAET Ha (PULINHIOBLIA CalT, HEOTIMYMMBIN OT OPUrMHanNa,
roe HeobxoAnMOo BBECTW Naposib, JIOrUH, TenedoH 1 ApYyryo NHGOPMaLKIO.

2. OUWNHr-paccblfiIKK oT ruraHToB MHTepHeTa, Hanpumep, Google n Dropbox. B nucbme
nocTynaeT npocbba NOATBEPANTL INEKTPOHHBIN agpec, KINKHYB Ha (PULLNHIOBYIO
rMNEepCChINKY, U CHOBA MPOUCXOAUT YTeYKa AaHHbIX, HO Tenepb He NPoCTOo JIOrMHa 1 Napons, a
(hannoB, KOTOpble XPaHATCA Ha 061a4HbIX ANCKax: poTorpadmn, LOKYMEHTbI, MPe3eHTaumm.

CnpaBoYHO: ULINHT 60raT He TOIbKO JIOXKHbIMI CCbIIKaMU, HO U MPUKPENIEHHbIMY dainamm K
3/1EKTPOHHOMY NMUCbMY, KOTOpble COAepXXaT BUPYCcHoe MO A5 3apa)keHns KOMMNbIoTePa U NOyYeHUs
AO0CTYMNa K UHGopMaLMK C Hero.

3. LUleneHanpaBnieHHasa aTaka C Liesiblo NOJYyYEHUS IMYHBIX AaHHbIX. 3I0YMbILUAEHHUKNA ULWLYT
NH(OPMaLMIO Ha NPOdUAAX B COLMANbHBLIX CETAX, FAe BCe CTapaloTca noApobHo HanucaTh 0
cebe, nybnmpytoT ee B NUCbMe: Korga obpallatoTcsa No UMeHK, C yKa3aHMeEM LO/HKHOCTU U
MpoYero, 3TO Bbi3bIBAaET AOBEPUE M XKENaHNe AOMOJIHUTL CBOK MHGOPMaLMIO.

4. ATaKa Ha KpyrnHble OpraHu3aunn C Lesblo Nosy4YeHnsa AOCTymna KO BCeN MHGopMaunn, KoTopas
B AaJIbHENLEeM N03BOAUT 0400pATb NepeBoabl Ha MOLIEHHUYECKME CYeTa, COBEPLUATh UHbIE
LencTBuS.

MepeHanpaBneHne Ha 06MaHHbIe CalTbl-ABONHUKN. TO CaMblil OMACHbIA BUA, NOTOMY 4YTO
0bHapyXNTb €ro 04eHb CNOXKHO. KOMMbIOTEP 3apaXxaeTcs «TPOSHOM», KOTOPbIN XAET CBOEro yaca.
Korpga nonb3oBaTesb 3aX0A4MT Ha CTPaHULbI NATEXHbIX CUCTEM UK 6AHKOB, BbIMOJHAETCA NOAMEHA
OPUrMHANBLHOrO CanTa Ha (PULLNHIOBLIN, C MOMOLLLIO KOTOPOro cobunpatoTcs aAaHHble. MponcxoanT
3TO U3-3a N3MeHeHus kawa DNS.

6. B3nom no Homepy TenegoHa. CyTb MeTOAa 3aK/04AETCS B TOM, YTO 3JIOYMbILLIIEHHNKY HY>XHO
3HaTb HOMep TenedoHa XXEePTBbl, YKa3aHHbIN NPU PErncTpauumn 31eKTPOHHOro MOYTOBOrO
Awmka. MNpu cbpoce naponsd no4ytosas cnyxba TpebyeT BBECTM NocaenHNe CMMBOJbI HOMEpPa
TenedoHa. Ha 3ToT HoMep oTnpasnseTcs SMS-cooblieHne C KOAOM NOATBEPXAeHNS cOpoca
napons. 3aTeM 3/10yMblLUIEHHUK OTNpaBnseT BTopoe SMS-coobLieHne ¢ Hen3BeCTHORO HOMepa
¢ TpeboBaHMEM yKa3zaTb KO 13 nepBoro SMS-coobuieHns. Ycnex aToro metofa 3aBUCUT OT
HEBHNMATENbHOCTW XKEPTBbI.



C uensto npegoTepalieHNAa MOLLEHHNYECKNX NEenCcTBUN 3J/1I0yMbILLINEHHNKOB Heobxoanmo:

NOCTOAHHO 06HOBNATL Bpay3epbl, 4TOObI NONYYaTh 3aLMTY OT HOBbLIX YIPO3;

yCTaHaB/MBaTb NOYTOBbIE CNAaM-DUIbLTPLI (YMET pacno3HaBaTb CnaM, B TOM Yucie
rpauyeckni, n 6OKNPYIOT NOSABEHNE HeXenaTeslbHON NoYThbI);

MCMN0/b30BaTb @aHTUBUPYCHbIE NPOrpaMMbl;

ObITb BHUMaTENbHBIMU (6€CMNATHBIA MHCTPYMEHT A4 3aLUNTbl OT 3/10YMbILLIEHHUKOB);
06HOBNIATL ONEPALMOHHYI0 cucTeMy. B 06HOBNEHUAX cofep)KaTCca NnakeTbl 419 UCNpaBieHuns
YA3BMMOCTEN, Yepe3 KOTOPbIe 3/I0YMbILLJIEHHUKN MOTYT NOJY4UTb AOCTYM K KOMMbIOTEPY;
MOMHUTb, 4TO BaHKM He OTNPaBASAIOT NUCbMa C NPOCLOON NOBTOPHO BBECTU JIOrMH MU NAPOsib;
NpoBepATb agpeca CanToB 1 INEKTPOHHbIX MMCEM Ha MpaBuIbHOCTL. CneayeT obpallaTthb
BHMMaHue Ha URL-agpec pecypca, NOCKOJIbKY Npu PULLMHIEe aapec canTa OT/M4aeTca Ha 1-2
OyKBbI, LUPPpbI AN cUMBOA. MNoNyYas 3NEKTPOHHbIE MUCbMA, MOANIEXMNT aHaN3y He TONbKO
COLEPXUMOE, HO N UMS OTMPABUTENSA U INEKTPOHHbLIN NOYTOBBIN ALLKK, C KOTOPOro OHO
NoCTynNuno;

NpoBepSATb NPOTOKOJ. Https - 3TO 3aluLLeHHoe coeauHEHNe, faxe eClin 310y MblLLSIEHHUK
nepexBaTuUT AaHHbIe, TO NOJYYNT BeccMbICNIeHHbI Habop CMMBOJIOB, KOTOPbIM HE CMOXET
pacwmngposaTb. IHTepHeT-CTpaHuLbl ¢ http f0MXKHBI HACTOPOXUTb B MEPBYIO 04epesb;
MNCNOJIb30BaTb HECKOJIbKO 3/IEKTPOHHbIX MOYTOBbLIX ALUKOB (415 JINYHBIX U Ae/10BbIX Nepenncok
OTAesIbHO);

NPOBEPATH TLWATEIbHO KaXXA0e MUCbMO, 0CODEHHO CO CChIJIKaMU 1 BOXXEHHbIMU (hannamu.
Ecnm nncbmMo NoCTynmnio CO 3HaKOMOro MNOYTOBOrO ALLMKA, 3TO eLle He rapaHTus 6e3onacHoCcTm
- MOYTOBLIN AWMUK MOT BbITb B3/IOMaH;

y0anaTb Nucbma ¢ TpeboBaHMAMN NUH-KOA4A AW NApoaa. ITO AMYHAA MHOPMaLMS, N HUKTO
He MMeeT MNpaBa ee NpocMaTpuBaTh;

obpalLaTb BHUMaHWE Ha OTNpaBuUTeNsa NUCbMa 1 ero cogepXxumoe. B nuceme moxet
MCMN0/b30BaTbCsA aBTONOACTAHOBKA 13 NOYTOBOr0 agpeca, KOTopas He Bcerfa ABnseTcs
NMeHeM;

NOOK/IOYNTE ABYX(AKTOPHYIO ayTEHTUDNKALNIO O aKKaYHTOB BCEX 3JIEKTPOHHbIX NMOYTOBbIX
SLLMKOB M COLMalbHbIX CeTel. ITO CnaceT B TOM CJiyyae, eCiv Naposb CTan U3BeCcTeH
3/10YMbILUNEHHUKY;

perynsapHo, He pexe 1 pa3a B HeLlesto, NPOBEPATb aKKayHTbl BCEX 3/IEKTPOHHbIX MOYTOBbIX
ALWNKOB Ha NpeaMeT OCYLLEeCTBIeHNA K HUM HeCaHKLMOHMPOBAHHOI0 AOCTYyna.

Takxe Heobx0AMMO NOHMMATb, YTO 3/I0YMbILLJEHHUK HE CMOXXET [0CTWUYb CBOEN Lienn 1 NOXMTUTb
LEHEeXHble CpeAcTBa, eC/M aTaka byaeT CBOEBPEMEHHO BbISIBJIEHA U OCTAHOBJ/IEHA, @ 3TO BO3MOXXHO
Ha ftoboM ee 3Tane, NPV NPUHSATUU COOTBETCTBYIOLLMX MEP 3aLlUThl, HANPaB/eHHbIX Ha COXPaHEHNE
6narococTosHMs CybbekTa X03aMCTBOBAHWS, B TOM YMC/e Npu cobnofeHnn cneayoumx npasun:

1.
2.

HVWKOrla He AOBEPSATb OTNPABUTEO /IEKTPOHHOI0 NUCbMA.

BCeraa npoBepsTb OCHOBHbIE MAEHTUPUKALMOHHbIE JaHHbIEe U CyXebHble 3aro0BKY
3NEKTPOHHbIX MUCEM (MOXHO Y3HaTb W NPoaHanN3MpoBaTh IP-agpec oTnpaBUTENs NUCbMA W
NHYI0 HEOBXOANMYO MH(OPMALMIO), MPeXae YeM OTBETUTb Ha MUCbMO.

. He nepexoOuTb NO CCbISIKaM U He OTKPbIBATb B/IOXKEHMWS, €C/IN OTNpaBuTe b NUCbMa He TOT,

KeM OH MpeacTaBunCs.
TuwaTensHO NPOBEPSATh aApPeC CalTa Ha HaJIMYMe «OMevYaToOK» — 3TO MOXET ObITb KOMMS
ouLManbHOro pecypca, 3apermcTprpoBaHHOro cneLnanbHo A5 BBeAEHNUS B 3abnyxaeHune;

. I'IepenpOBepﬂTb nponcxoxageHune canTa, npexne 4emMm BBeCTU CBOW rNMepCoHalJibHblE AaHHbIE

(Mms1, appec, PeKBU3MTbI OCTYyNa, (PMHAHCOBbLIE CBEAEHMS).
B cnyyae BBeeHNS PEKBU3NTOB AOCTYMNa Ha NOL0O3PUTENbHOM CaiiTe HEMEeANEHHO CMEHNUTD
naposib.
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